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Speaker Introduction
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Databricks 
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Files
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Notebooks

Dashboards

Unified governance for data & AI

Users Apps

Databricks Unity Catalog

Unified visibility into data and AI

Simple permission model for data and AI

AI-powered monitoring and observability

Open data sharing
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Delta Lake UniForm

Data Science 
and AI

ETL and
Real-Time 
Analytics

Orchestration Data 
Warehousing

Open Data Lake

All Raw Data
(Logs, Texts, Audio, Video, Images)

Unity Catalog

An AI powered data intelligence engine to understand the semantics of your data

DatabricksIQ

Databricks SQL
intelligent data
warehousing on the 
Data Intelligence Platform
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What is Theom?

Data Control Plane (Real time Observability & Control) Theom auto establish 5 Ws: What, Who, When, Where, Why

Data AI Platform

5

Discoverabilit
y / Active 
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Theom protects the data foundation to power AI 
from within the data store

THEOM 
FOUNDATION 
5 W’S:

WHAT WHERE WHO WHEN WHY

What 
Data?

Where does it 
flow? Data 
Topology?

Who has access? 
Do they need 
access?

When was it 
accessed?

What’s the purpose 
of access?
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Data Access Governance Data Security

Discover Data,  Policies & 
Compliance Issues Automate Remediation Detect Insider Risks 

& Active Data Attacks
Stop Data Attacks

(via ITSM/SIEM/SOAR)

Principle of Least Privilege Enforcement; 
Data Access Compliance

Ideal State Discovery & Remediation
Insider Threat Detection & Data Leak 

Prevention

1 2Data Access Governance Detect & Stop Data Breaches
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Federated SuperVision: Wide coverage
(Private/Public Multi Cloud + Data Cloud/Lake + OnPrem*)

IngestPRODUCERS CONSUMERSStage (Store) Prepare / Transform Model / Serve Enrich / Share

APIs

MESSAGE QUEUES

SaaS Apps * API

ACCESS

Glacier

OBJECT STORES SaaS/PaaS DATA CLOUD/DATA MESH

Azure Blob
Object Store

SAAS DATA STORES

Atlas*

SQL / NoSQL  DATABASES

Azure Cosmos DB

FULL-TEXT SEARCH

Azure Data Share

**

Identity + Data + Flow of Data
• Who has Access to What Data?
• What are they doing with the Data?
• Data Exchange/Flow

Automate
• AI & Data Governance & Compliance
• Breach Detection
• Data Contracts Compliance

* On Contract

DATA

фDATA DATA DATA

DATA

DATA
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Theom Architecture: Best of both worlds 
(SaaS and On Premise)

N
ov

el
l 

ar
ch
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ct

ur
e

SaaS

• Customer Controlled & Dedicated
• Single Pane of Glass across DataStores
• Declarative Desired Config state
• Controls/Compliance/Audit Follows Data
• Data Lineage - Gov. & Sec.

Declarative/ Ops... 
Intent Upgrade

Health &
Status

Unity Catalog

Private DBs
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AI Engines

AI Engines

AI Engines

AI Engines

AI Engines
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Account A: Producer & Consumer

Theom with Multiple DB Accounts

Account B: Consumer/ Producer

Customer Shared Account

FSI + Customer Data + Vendor Data (specific to customer)

• SaaS (Mgmt Plane)
• Single Pane of Glass
• Dedicated instance for FSI
⁃ Declarative Intent
⁃ Upgrade Instructions

FSI’s Data 
Vendor B
No Theom

FSI’s Data 
Vendor A
No Theom

FSI’s Customer
No Theom

Database

Shared (Read Only)

Theom Metadata DB for customer
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Who has 
accessed 
what data

11 12 13 148

Data loss / 
exfiltration 
detection & 
prevention

Human 
masquerading
as service/AI 
account
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Backdoors: 
Illegal stage, 
network 
access list 
change 
detection 
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Unauthorized 
access
attempts (AI) 
to sensitive 
data

Clients/AI with 
Weaponized 
CVEs or 
Malicious IPs
accessing 
sensitive data

Abnormal query
patterns by 
human or AI 
Injection
Attacks 
detection

Workflow 
Automation
Reports/ 
Alerts/ APIs/ 
Remediation
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Real world customer use cases: 
DAG & Security(Stop BreachesDLP/Insider Risk)

Visibility & 
Trust

Who has 
accessed 
what data

1

Least Privilege 
Principles

Over-
Provisioning

2

Detect unmasked 
/sensitive/ toxic 
production 

3

Automated 
Data Audit and 
Compliance

5

Automated CIS
Compliance 
across Multiple 
accounts

6

Hardcoded
passwords and 
credentials

7

Abnormal login, 
client sw type/ 
version, access 
location, queries

9 10

Data from 
restricted roles 

(Attacker Recon. 
Detect)
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Humans Masquerading 
as Service Accounts

Theom detects and alerts when 
humans masquerade service accounts

“Theom also identifies the human user 
behind the masquerading attempt!!”

Prioritized by Recency and Prevalence

11
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User#1 Masquerading 
as Service #2 Accessed 

Data #3
Theom’s AI auto prioritizes 
interesting events by Recency, 
Prevalence, data Criticality

1 3 2
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Different workflows and Alert levels based on Sensitivity and Hygiene vs Misuse
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Detect: Unmasked Sensitive Data to unauthorized Roles
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Theom sorts based on Criticality or value of Data inside the Datastore (Table/View/Object/…)
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Identify Over Entitled Datastores (Table/View/Object/…) 
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Theom automatically identifies over entitled roles and drives workflows to automatically/manually remediate

15

Remediate over Entitled Roles by Datastore (Table/View/Object) 
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Theom automatically identifies over entitled users and drives workflows to automatically/manually remediate

16

Remediate over Entitled Users by Datastore (Table/View/Object) 
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Theom can be integrated with the Entitlement system to drive fix up of Entitlements  
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Remediate over Entitled Groups/Roles/Users by Datastore 
(Table/View/Object) 
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Theom has built in Remediation workflows OR can integrate with external workflows (eg SOARs) or playbooks
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Remediations & Remediation Workflows
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Thank You! / Appendix
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